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Measuring the Impact of Security Incidents over IT Supply Chain on the Stock Price of

Firms by Fama-French 3 Factors Model"

Toshihiko TAKEMURA ¥ Akemi KOYAMA # Ryuichi OGAWA#

Abstract

At recent the consignment of business activities with respect to IT systems and/or services
becomes more complicated. The reason is that IT supply chains are constituted with multiple
firms such as family firms or their business partners If the security incident occurs over an IT
supply chain, the negative effects of the incidents would spread to the multiple firms over the
IT supply chain. In this article, we measure and verify the impact of security incidents over an
IT supply chain on the stock value of firms by using the methodology called “event study.”
We adopt a Fama-French 3 factors model and use the Japanese security incidents cases from
Oct. 2012 to Oct. 2017 which are taken up by IPA’s report. As a result of analyses, we found
the following. (1) even if the incidents occur in the trustees, to disclose the occurrence of the
security incidents would decrease the stock value of the firms which would be especially
entrusters rather than trustees. (2) in a case that the cause of the incidents is illegal access
and a case that the number of individual information leakage is over 5000, the stock value of

the firms would continue to decrease for about one month.

Keywords: IT Supply-Chain, Security Incidents, Event Study, Stock Price, FF3 (Fama-French
3 Factors Model)
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-3 0.218 0.513 1.006%* 2.322
-2 -0.508 -1.198 0.254 0.538
-1 -0.569 -1.341 -0.076  -0.160
0 0.029 0.069 -0.617  -1.307
1 0.008 0.018 -0.365  -0.772
2 0.233 0.550 -0.218  -0.463
3 -0.566 -1.335 0.206 0.436
4 -0.814*  -1.919 -0.278  -0.590
5 0.119 0.280 0.352 0.746
G -0.123 -0.290 -0.665  -1.410
7 -0.284 -0.669 -0.578  -1.225
8 -0.373 -0.880 -0.106  -0.225
9 0.616 1.452 1.483** 3.144
10 -0.588 -1.386 -0.148  -0.314
11 -0.042 -0.100 1.164%* 2. 466
12 0.184 0.434 0.578 1.225
13 0.065 0.154 0.152 0.323
14 -0.268 -0.631 -0.390  -0.827
15 -0.308 -0.939 0.150 0.317
16 0.315 0.743 0.406 0.860
17 0.964%* 2.273 -1.095%* -2.320
18 -0.115 -0.270 0.287 0.609
19 -0.519 -1.225 -0.425  -0.901
20 0.469 1.106 -0.920%  -1.968

sk 1 p < 5%, 4« p << 10%
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58K 400, Bl hEI/N— T L RHEREI N —TICHTTHTHR S L, HiIE
12-0.815%~0.964% D HiFH, ##13-1.095%~1.483% DHIPHTEH L TH Y, HBEDIREN
EAETRENZ b5, fit\ T, FEH#EEY) 2 — v oEmatE (84 ZiEZRL 7%
LT, Bt RE I N —T TIIA RV P A HATL, A XV P17 HE (2 HED ., ZitdkeiZE
IN—TTIEAXv PH3IHAE, Ay F9H%Z-11 H% - 17 H# - 20 Hf2 (G HRE) &
Y, WEHICHE L ko 2 PR Y 2 — v DR FDOREFFTIRER>TNBE T &N
DD, LLAEDL, TTh LY & — v OWERERN %A 2 LI TE o
277,

BT K64 <Xy FHD 5 Hiliz b 0 B FEi#EE Y 2 — v CAARI[-5, t] Z RER 5IHY
KRR E L RFLEREICH T TT ey P LAEDDER LTS, $72, X 7 3IRHEF
By 2 — v OREHHEREEL D DTH B,

B 6 #H2&, ZEtuEI/ N — T LRtk N— 7 ORI EE ) 2 — v offf
BIZRRZ 2D 5, AV IMEREDIC 8 HEDHZ-V T TEDHIKNLEIT 2., %
D, Tt/ — 70 BEFEEE) £ — v 37 7 R L 5, — )7 T, Tatiid ¥
IN—T7OREFEHE Y X — I35 FHRFEMEMICH 5, Z OB X ZAGHVICHERE S
27-0IC, &5 il L7z 25, Fitheh¥E s v — 7O R F#E ) 2 — v idaA
XY FAH®ED?»S 16 HRICHIT T, ~AFADEZ L ), ZNOHIEIMEICEELRb DL
o TWwd, fhf5, ZetleE s/ —7FICBLTid, A XV 3 HAl2 5 1 HETIC2F T
TI7ADEE L 5TV (FaHICEERDD LR >Tw3) A, 2 UBRRFEIICER
o TR\, 6 TlEARY FHEE IR 77Xk o T 225 #etiIci s & Z
NoHiFX¥u L flficE 3, 2NHOERL L, ZRLhEI V- T O REFHBEY £ — v
ANV b4 HE B 1ERBE) L&, IS~ A F 2B > TW3 2 &R
TeNd, Btk EIL VDR BECI T IAFzc—v EDF v T v P REICET
ARV IV EEREZ 5 LBDD 5,

6 : EREFaE ) 2 — v o 11
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x5 BEEFEE) 2 - 11

Zatn t e &tk t T
-5 -0.113 -0.266 -0.119  -0.252
-4 -D.0189 -0.032 0.247 0.370
=3 0.19%9 0.270 1.343% 1.643
-2 -0.310 -0.365 1.596" 1.692
-1 -D.878 -0.926 1.521* 1.441
1] -0.8409 -0.817 0.904 0.782
1 -0.842 -0.750 0.540 0.432
2 =0.608 -0.507 0.321 0.241
3 -1.174 -0.923 0.527 0.372
4  -1.988" -1.482 0.249 0167
5 -1.869 -1.329 0.601 0.384
G
T
8
9
10

-1.992*  -1.356  -0.065 -0.039
-2.276%  -1.489  -0.643  -0.378
-2.649% -1.670  -0.749  -0.424
-2.033 -1.238 0.735 0,402
-2.621%  -1.545 0.586  0.311
11 -2.663* -1.523 1.750  0.900
12 -2.479% -1.378 2.328 1.163
13 -2.414%  -1.306 2.481 1.206
14  -2.681% -1.414 2.001 0.991
15  -3.080* -1.585 2,240 1.036
16  -2,764%  -1.390 2.646 1.195
17 -1.801 -0.885 1.551 0.685
18 -1.915 -0.922 1.838  0.795
19 -2.435 -1.148 1.413  0.599
20 -1.965 -0.909 0.485  0.201

®:p < 10%

43 JFH (RET 7€ R)

B 71t v IV BFERBRET 2R THo-0¥E (141) L ZNLUNTH - 7210
¥ (234 1T T, A~V FHD 5 AR S 0FEHE ) % — v AAR[-5, o] Z RS
7By FLZbDERLTWS, £, X 6 I FHEBEY) 2 —voRERITEEZ T LD
72bDTH B,

1.50%
1.00%
0.50%
0.00%

-0.50%

-1.00%

e T E 77 7 A2 A et T L LS

X7 : FHiEmE Y 2 — v ol 11
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F6:FHEHEHEY 2—v 1
Tk 7 7 A & i FofEA i F - F t fiEf

-5 -0.424 -1.160 0.071 0.168
-4 -4E-06 0.000 0.383 0.906
-3 0.140 0.382 1.025% 2.426
-2 -0.367 -1.004 0.075 0.177
-1 -0.710* -1.940 -0.060 -0.142
0 -0.652" -1.782 -0.147 -0.349
1 -0.365 -0.998 -0.105 -0.249
2 0.428 1.169 -0.269 -0.637
3 0.007 0.019 -0.219 -0.518
4 -0.569 -1.555 -0.487 -1.151
5 0.363 0.993 0.184 0.434
6 -0.867** -2.371 -0.174 -0.411
T -0.514 -1.404 -0.410 -0.969
8 -0.283 -0.773 -0.192 -0.455
9 0.888%* 2,427 1.216%* 2.878
10 -0.306 -0.836 -0.365 -0.863
11 0.928%* 2,537 0.458 1.083
12 -0.092 -0.253 0.683 1.6167
13 -0.106 -0.289 0.238 0.563
14 -0.711* -1.943 -0.124 -0.293
15 -0.331 -0.905 0.040 0.095
16 0.937"" 2.562 0.042 0.100
17 0.072 0.197 -0.322 -0.762
18 -0.126 -0.344 0.241 0.571
19 -0.480 -1.335 -0.455 -1.076
20 0.161 0.440 -0.572 -1.353

wx 0 p < 5%, % p < 10%

JFRIRBARIET 72 ZTH o 7= REIN— 7 OFHEE ) & — > 13-0.867%~0.937% D i
B, 2SN DOBFE SN —TDZNI1E-0.572%~1.216% D HFHTEE L TF b | JiE ORN
RAHETRENZ ERbD S, T, FBERY 2 — v olEfate (R6) 2Rl
A BERBRIET 7R TH oI N —TTlEAR_Y 1L HAL. ARV FH, ARV
FoH#%-9H%-11 H% - 14 H& - 16 Hi2. 2SO hE /N —TTiEA <V 3 H
Hi. ARV FIOHBKE o720, ZORERICOWT D Fic, FHBE Y £ — v oBAKE - {@Em %
AR L IZTE DT,

o<, M8 ic, WY IAEFRKRBARIET 7 A THo7-¥EL T NI TH - 7%
IC T A _v FHD 5 HiliA o 0 B FEk#E ) % — > CAAR[-5, t] # KR A i 7 m
Yy RPLEDDEIRL TS, £/, R 7 ZREFIGEEB) 2 — v OMEHREEZ L LD
bDTH 5,
8HRThbHIBL)ic, RIETZRRICDNVTIRARY 5 Hilia o BEFEEHE Y £
—VOfiii~AFRLRD, ZNiF 20 HEE THWVWTWSE, —H T, Zofhof v 7 v
FOBEIFARY P T HE -8 HEOARE OB Y £ — v Ofili~A4F R hoTn?
. ZNBERFACELTw XS ICRTEND, OB ZHEHNICHRET 220 i1ck
THRER L2 ZA RRARIET 72 XA TH o 72 0EIN— 7 ORFREFHEA Y 2 — v
Ay 1HA»S 20 HEE < (ki) MEHNIcERIC~A TR0z L 5o Tnb C
EBbh L, — ST BRABZNUNDORED 7 — 7O RETHEY) X — i34 _ v b
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3HAET2 S 1 HAETE THREMICERIC T 7 ZADfli% & > T 55, Z LA o AR HEEY
KHEE LR TWARWI EBDD o7, 2F 0, JRRBAIET 7220 E ) I X o ThE
W5 2 2ERELD, LV DIFRRBPAILET 7 ZADEGE. £ DB ITREICHEL 2 &
Nbhhd,

3.00%
2.00%
1.00%

0.00%

;1012 3 456 7 9 1011121314151617 1819 20

-1.00%
-2.00%
-3.00%
-4.00%
-5.00%
e T E T 747 A e 1L
X 8 : REEVEHEY £ — v ot 1
K7 EEPEEE) 22— I
TILT 7 T & t K FOHEA = %7+ F t i

-5 -0.424 -1.160 0.071 0.168

-4 -0.424 -0,820 0.454 0.760

-3 -0.285 -0.449 1.480* 2.021

-2 -0.652 -0.891 1.555" 1.839

-1 -1.362* -1.665 1.495% 1.581

0 -2.014%* -2.247 1.347 1.301

1 -2.379%* -2.458 1.242 1.110

2 -1.951%* -1.886 0.972 0.813

3 -1.944"% -1.771 0.754 0.594

4 -2.513** -2.172 0.267 0.200

5 -2,150"* -1.772 0.451 0.321

(i} -3.017** -2.381 0.277 0.189

7 -3.531%** -2.677 -0.133 -0.087

8 -3.814°*" -2.786 -0.325 -0.206

9 -2.026** -2.065 0.891 0.544

10 -3.232%* -2.208 0.527 0.311

11 -2.303* -1.527 0.984 0.565

12 -2.396% -1.543 1.668 0.930

13 -2.502"% -1.569 1.905 1.034

14 -3.212** -1.963 1.782 0.043

15 -3.543%" -2,113 1.822 0.940

16 -2.606" -1.519 1.864 0.940

17 -2.534* -1.444 1.542 0.760

18 -2.660" -1.484 1.783 0.861

19 -3.148** -1.721 1.328 0.628

20 -2.087" -1.601 0.756 0.351

wowok s 1%, w0 p << 5%, % 1 p < 10%

15



4.4 FEANERORERAEEK

9 1%, 5000 fFZ i 2 2 A ANIERO I FEA L 22 (17 #1) & 2t oz (20
f) 1T, ARV FH® 5 HAElA L O Y X — v AAR[-5, t| 2K RAINIC 7 0
yRFLEDDERL TS, £/, £ 8 3 FHEHBE) X — v OMEMITEZ T LDZDD
TH 5,

2.00%
1.50%
1.00%
0.50%

0.00%

H \ v
-lOlAﬁlSG 8 9 101112 1X14 lGl?%O
.

—t— R H50001F 12 Zhbist

-0.50%
-1.00%

-1.50%

49 : FigE ) & — v offfs IV

F 8B Y 4 —v IV
IR 5000 & Tl FFLLLAE t 8

-5 -0.475 -1.201 0.188 0.425
-4 0.193 0.489 0.286 0.646
-3 -0.246 -0.623 1.467%" 3.313
-2 -0.325 -0.821 0.107 0.242
-1 -0.491 -1.242 -0.138 -D.312
0 -0.6627 -1.675 -0.064 -0.144
1 -0.665" -1.682 0.188 0.426
2 0.366 0.925 -0.324 -0.733
3 0.042 0.107 -0.281 -0.634
4 -0.564 -1.428 -0.478 -1.080
5 0.194 (0.490 0.292 0.660
G -1.061** -2.G85 0.085 0.193
7 -0.164 -0.415 -0.674 -1.522
8 -0.079 -0.201 -0.341 -0.771
9 1.011** 2.557 1.168%° 2.637
10 -0.024 -0.060 -0.599 -1.353
11 0.104 0.263 1.047*° 2.364
12 0.096 0.244 0.648 1.465
13 0.032 0.080 0.179 0.405
14 -0.681° -1.724 -0.050 -0.134
15 -0.263 -0.665 0.041 0.093
16 0.084 0.212 0.591 1.335
17 -0.100 -(0.253 -0.244 -0.551
18 -0.099 -0.249 0.274 0.620
19 -0.621 -1.570 -0.344 -0.777
20 -0.089 -(.225 -0.482 -1.089

wxw i p < 1%, %% 0 p < 5%, % p < 10%
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#% -6 Ht% -9 Hi% - 14 H#R. 2 odEI V- T TldA <XV P 3 HAE. A XY F9H
#% 10 HRL r o7, TORERICOWTHERIC, “FaiEE Y & — v o B 2 {H]m % 5 A H
LT tliiCcE ol

(TARNEN 101, 10T, AV FHD 5 Hii b o B FE#E Y % — v CAAR[-
5, 1) ¥ HERHIIC 7 m y P LD DERL TS, /-, K9 IZEBHTFLHEBRY 2 — v ok
EMEEZE LD TH 3,

10 Z A Thbp b X5, 5000 fFz#z 2 AGROIHEAFE L -BE I NV—T D
BTGB ) 2 — v 3Hicbizo T4 F2DfEE L VT T3 —H T, bl
NOMEIN—TFOREFEERY 2 — v i32Wfichbz>T 77 ADEEZ & VT TE
D, MEFOHBLIIKRELL B2 b, COHE LMEIMICTHER T 27-01CK 7 ZHEZRL
=& 2%, 5000 hE A B EAERORHESFE L 2 0¥E I/ — 70 BRETHEE ) % —
VigA_v b1 HAE2S 20 HEE © (NI MEMWICHEREIC~ A F 2% & > T
BTl bhr b, =T, FNLUHNOBED SN — T OBEVFBEBRY) 2 —viFfA v |3
CHIZH ARV P 2HE, ARV EFI12HEZELOA RV 19 HE T CTHIlEITIEH % 23,
HEICHEEIC T 7 ADfEEZ E > TWB 2 e Bbholz, 2D b, Tl L 728 A
DI X o TRZEDHMNIC G 2 2580 572 0 | 5000 7% 48 2 5l NER O IRM A FE A
L7z%a. X OB idkiiichi< 2 &b s,
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Xz 17 : REFEEEY 42— IV
TR 5000 18 TR FROOE TR

-5 -0.475 -1.201 0.188 0.425
-4 -0,281 -0.503 0.474 0.758
-3 -0.528 -0.771 1.941%% 2.532
-2 -0.852 -1.078  2.048"%" 2.313
-1 -1.343" -1.519 1.910* 1.930
0 -2.005%* -2.071 1.846" 1.703
1 -2.669% -2.553 2.035" 1.737
2 -2.304** -2.061 1.711% 1.366
3 -2.262% -1.907 1.430 1.076
4 -2.826% -2.261 0.952 0.680
5 -2.632% -2.008 1.244 0.847
G -3.694%%F -2.698 1.329 0.867
T -3.858"%F =2.707 0.655 0.411
8 -3.,037%"* -2.662 0.314 0.190
9 -2.926% -1.912 1.482 0.8364
10 -2.950** -1.866 0.882 0.498
11 -2.846% -1.746 1.929 1.057
12 -2.749% -1.640 2.578" 1.372
13 -2.718* -1.578 2.757"° 1.429
14 -3.309% -1.923 2.698" 1.363
15 -3.662% -2.022 2.739% 1.350
16 -3.578"" -1.930 3.330° 1.604
17 -3.678%% -1.941 3.0867 1.453
18 -3.777*" -1.051 3.361° 1.549
19 -4.307* -2.225 3.016* 1.363
20 -4.486%" -2.226 2.534 1.123

wexw o p < 1%, w2 p < 5%, % p < 10%

45 EE

AiffIC T, (1) TRETRE L BRUAERE L DT 0. 2) BERBAIET 7 e 208HE L
ZNPSNDEE LT 75, (3) 5000 fEEx 2 AERORESFEEL 25/ L T h
LA E & 3T 720007, BT 272 % OFER, BEIRZEN Z L A3 bd o 72,

(Dic2wT, L OHEFICHE TR CHEAAERETA VLTV IBREL TS
CHEDL LT, B PEL YV DR REICADEENRGEZONTWE I Lxbh o,
—Ji T, BRbeBEIIMEIICH 2 & RETPHAEEY 2 —vid¥rihoTEh, A v
FUYMNBRELEZLELTHZOHEIZNIEIERELS AVEHMTZERATES, 2D
B & LTk, ZtehENEG TRttt ch st rgb o kicmx <, IT v A7 4 - %
—EREHMET IR RICA v T v FREBERICRALREMICEM L 722 & i X
D, KRS L CRERFELRZ TR o2t EZLND,

@2 T, FERMBAIET 7 v 2056, BEFEE) 2 —vidf vy 7 v P R%ER
B L CHOMEZ L VHRTTwDE, 2V RIET 7 & ADFAE L 72 5 & e 7x 3
DI TICDORDB D Z e hBbh ol i, RIET 7 AUNDA v T v FREDEE,
SRR 2 —vidxathoTEh, ThHDA VSTV IFBRELZELTHZ
DEEIZNIEIERELSAVEHMTE L8 TE 3,

(D E@) iz, it (2020) cikAa oz 5 77 7 %2 — - T LVOMGERER L
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(A Ic 2w, 5000 %k 2 2 A ANTER OB FE L7256, BETFEEEY 2 — i
Ave Ty P REBRKEL CAOEZ L VT TS, DEVRIET 72 ABFE LS
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5. Bbhic

AT IT 3754 F 2=V ETCA VLTV IRRELEZLE, 202283V 75
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7)) HEOAR - GEEoEE) #MNT 22T, ITH 794 Fx2—v EThEzA Y
VTV IBRELEZLELTH, TRIENLTRALRNERTE, IT 774 F -V LD
WEENSLSTELZIEDTFHTE S,

BRIC, AfEOREL SHOBYEICOWTIRR 2, KIFFE Cld. [HHRULERHEERRE
(2018) THR Y EiFon=Hfl% b L icnotrxikAaz2, b oREFIIFERPICHE S
720D TH57-0 (WiESZR), RELEZA VST Y FKOEAME IZE LV, FD7
DA VTV FEEROEAERZ 72010, XV OHEFIOINER L VZNL DT %
fTOBERDH Y, INESHOEE Lz,
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