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Abstract

The progress of the information and communications technology (ICT) rises productivity and the
efficiency in the organizations, and the society and economy depends on the Internet strongly.
On the other hand, the threats of the Internet expands and the problem has become aggravated.
In this paper, we focus on negative economic effect, not positive economic effect on the ICT. We
give survey on theoretical and emperical studies concerning with information security investment.
In other words, we show the outline of economic analysis on information security investment.
Moreover, we discuss information security investment from viewpoint of business continuity.

Finally, we discuss the problem on the information security measures and the view in the future.

KEYwoORD: Information Security, Internet, Critical infrastructure, Business Continuity, Mar-
ket Value
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1980 1L ¥ H 5 idfidm & Nl 72N ICT; Information and Communication Tech-
nology) DOAEMICDODWVWTEZ L DHAAKENB b T, 20 HidDKD DICF DL HER
ENBEIEoY . TNHOMIETIE, ICT REAXT 5T & TERYRMEN, BBELEOE N
PR EM EERBZENTEZ L EFREINTWVWS, ZLT. e-Japan ifiliiv 7 a— KNV KD
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Service Provider) % iDC (internet Data Center) DF|}], B2B ® B2C & EDH 7=k B LI XX
ETFNEHBICANIZED > T 5,

LI LENS, DA 2 —% v bR ICT OFIHICHET 254t 2IEMNEELTWS, %
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ENBAVEa—RT4IVAR, II0FVTRBEGEDRIET 7+ A, DoS (Denial of Service)
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Peer) DERICEEHRWIEALZRY F&w b (Botnet), 71w >4 (Phishing), /w17
(Malware), A7%LA—J1 (Spam Mail) 7z EDRLIEA > Z—3 v FOFETH B o WHRLHHE
HERERE (IPA; Information-Technology Processing Associate) *® JPCERT/CC (Japan Computer
Emergency Response Team/Coordination Center) MWL TWAIEa—& 7 0 JVARARIE
TOE AR EDNREF 2V T 44T MCEIT 3WEDE I E L 8ntiaic s 55
HLETINLOEIAIIINNEDETH D, KLDO—TLAGNEDbNS, KB, 2000 FLL
R, CNOMFERTIAREXZIEI U LT 5RO HEER BENH) MmLizb, £y
AT LEZAYVER, FBFENETERVLIICTE Vo2l 2 ) 7 ¢ #ERBEAS THI
RANTBEI>TWBD , EHIT, S TNEDOFBE L, FIMHICHEL YR TF<T v
IBBDEROTED, AV E—%y MRIHHICL > THEEZHREE>TWB, TOK S HEH:
ICBWT, RERERIINSDERN SERA L ICT BN REK& L, 2fE Dk
RO K7 (8RR HIKZHSEBRMEICHNT 2T Lickd, TN A, BREEHEDTD
IR EF 2 U T BARITIREND S, LA LENS, KX FHNROBIAN S,
WMt F 2V 7 BRUIMOBRHITHANRTHREH I N TV S LIZWV0ARRWY , 22T, it
FaVTF o BALIEF TFfT 59— 3Ra 2 a—4 EHRENLLARD SHHHT %2058
VATLEGALED, ZNEEUHEHE AT 528G 2825 1008 DT &2k
T, B, HRtFa2 VT BIUNBEF 2V T o BADEKITKWN T A %,

CORMERBEA T, AETRENREF U T ZBBE L b ATz 5 A2, TR
ICHREF 2D TR - MROBH D FI DN Tl L T0LY . Thud, WidtF a7« Jig

D RNy TR. ISV IY—ARAVE =R T4 VA U—Lh, ALY T (W) TR TR E L IERIC
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WMTH B,
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I, MBRUMHT 2EPEICT VLA TELT ERHRICT ST ERZEBELTWVWS, T 5iC, ICT
#HEDOHEERZIT T, ANGRGE (Athenticity) . r{ff - Bif¥ (Accountability). Wif#ift (Morality)
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Hfizh->TavEa—2 AL, T—AHERT 71
VORI, D32 ¥ 12— 2 ORI ¥ ORBEET %
B3O rs Lol RN,

IV A A= OITHEIRME AN RE EZIUE LD, <1
rouZatyYoEErEMHLCHREZBI o120
TET7TVr—2arsVI7 DT eEEMLIEEDTHS,
ERO A=V 2 TH A haEN, BLERSESRILY Y
FA— FHSR ERKIRT 2RO L &2V,
TSR A T4 ay IOV AL EF S DICE
RIABOY A FZIED, DNS Y —N\DIiMREHEHz B &
TIA—YEFEL, FLRIKSRI LYy b h— &K ExH
RTBerEVI,

IP Hifkx EICRE N TV B0 VoIP ZRIH LIc T 4wy 2 v
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spam EIXEFIHMO A — L2 BERICKaiRGT 28D T,
spim {4 VARV kXt T vy — (IM; Instant Messenger)
DIA—HIZEH > THAFHND X v t—I %8000 KHtRd
G352 &R VI, £iz, spit LI IP EHFDOI—HICHD >
TEAHHO R v —I 2 alic Kafidls T 5 L2009,
T4 VAR EIC L 5 TEL DY a0 —/\ICuifRiRET
THHBHTO TS L CGRy b)) LWL, FhzEiEDIAHA,
SRS DI/ AT —FICHBZITEbES Ry FT—0DZ
xRV,

W7 72 ARA 2+ RMPTICERE L THEBINICT 20 2 7Y
A PCHEETBE VI EDEVI,

25y H—h w32 ¥ o — RIS EICA LI BICFIH
TAEVI T2 T7R2ELDINNyr—IDT VI,

v F =7 OEERAASE L EN D, EHCEAME, BH
Hix 8o THEM] AFRICEK>T, RAT—FEEDEFa
U7 LEERNBEAFTZ LRV,
VIZbroz7lictFa) T Lot (BFaVF05—0)
MR ENT L ZiC, WEOHAEREDILS ARENBNICE
DlfegstE 2 BH L TIThbh 2D L &2V,
TRYUREHRDFFED—DT, 7ENV R A FRHEEVHRY A
P IS/ aRERIEENIDT I AT R E, WEEDR
EHPROMIINRRENEZFODT & E VI,

UE—F Web YA b ST 7ANEXT L O—RLTHITTS
I ENTED, —HAVA—)bENB e, #HY «
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MozE DD, Ry bDOEEIIREICILINT 20805 <. BUEAIN S OFVR TEEE), {59 1EA%A]
REL 72 D E BT — 2 RN KXo TETVB ),

TNSDRAZEFH T, 2006 F 12 KBS LREFEEAMMIE L2 AN—J =22 —
(CCC, Cyber Clean Center) AL L. Ry kv MEHO D DOEHANTHON TS0

3 EEFICBIBFEHREF1UT 1 OHR

LRI RIC BV TEREF 2V 7« EEF AKX A 2 3RS O PRI R
ENTWVE, SV 2L, HRPRFICBVWTTOANREF 12U 7« ZHHR T A 72iid, 1
MEF 2V T EMOHEET, ZTNREH -, AN TWBEREDITHE TEEIE L
REMNEMRNRELZDTH 5,

THONE TR Z EONHREF 2 U T« FiICHT 2ROERIDHEA TN B A, ZOR
FRHRETEZBZEDEDAEV, Ele—A T, BFEFAODHETE ICT RAICIMT % M7 ATHH
KB EDNTVEN, HlREF 1V T BN RE LICARIRIEEA ERD 5T,

LALANS, 21 DB E LB, TOFHOPEMAMRENED SN T, TORKRIR
HENTVWD, LT, ZTOEELFRF LR ZHERI & RGEFRIC KNI L THRITL T4,

3.1 IEEHE

RFELOTIICBT SR F 1) T OFEERREFF L LT, Gordon and Loeb (2002) & Varian
(2002) 1% 3 .

Gordon and Loeb (2002, 2004) 3 E3ATEIOMERIC D, Rt F 2 U 7« READEFER N2
BEERAIIC ML TV %, ZL T, MEHEOKELHREF 12U 7 BEKAEDIMFEZ S ML
TW3, . Kl (2003) (X, Gordon and Loeb (2002) DE 7 /WCARBR A A LU T il 2 i
Y FaUF o BWEIKAEIT DN Takim 2 B L TW5, X7/, Gordon, Loeb and Lycyshyn (2003).
Gordon and Loeb (2003) *® Gordon and Loeb (2006) i Gordon and Loeb (2002) % 7' — L Fii
DI L—LT—ITE>TETINVOHMELZE > TV 5,

Varian (2002, 2004) &R F 2V T4 27— LD T L— LT —2 TE > THERNICHIZ
LTW3s, ZLT. ZT TR AT LR2HRZRHEMELTESA T, KED (free rider) DI
BN DOW Tk LTV %, £7z. Kunreuther and Heal (2003) &t 2 1) 7 ¢ OHI AR AMEICD

15) EHHHTRAOME LT, Migyth i ¥ % - - REER . BENH (T2 ¥ —XRNOMIiiH 218 ORI, 1
Y —NICHT B8A 7 — RS DR DDoS W, ¥ —/\Y 7+ (HTTP ® FTP &) ORH), X=v 71425
(BEEITA) . REKA—IVOEEPRYE, ANNA V2T FEOREA VA M—NGENRD D, ChoERTETNE LI,
By bRy bOGFERA V2= FOFBEILAESE TV EZ—RHICE> TV 5,

16) CCC IZDW\ T, https://www.ccc.go.jp/ BB E -1,
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WTHITHEO M F oy 7 2B SREIEHM L TW3, FLT. MRYERELTAMUNETH
UL, HREF 2V TF o BB EB LD T EPHOHENIORRRICIZAD Z BN EEZRLTWVS,

3.2 LM

FHE (2005) I3 SHEREOMEE T — 2 ZHWO T, W DOHhDNBREF 2V 7 ¢ (8% E
L. 9izElikoTWVWa, ZLT. RMNENREF 2V T+ 8RB 2B AS LT IR
YTFaUTF 4 AT LOEAIILE EHBDTIZ AL, MHAEIC AMERICET 2z HRHCE
TSI HEMEEFEL TV D, THUIFTH (2006, 2007) RAFIOFEEE - LIz D LR -T
W5, £/, AFRIEONHEL NIVOERS AT LIctF 2 U T o REZ BTk T EHAEHIMIC
BT EBEHSEMTLTVS, [HEEIC. Gordon and Loeb (2002) D7 L— LT —27 & (RIFHIC
£3) HRICETS e-a—H)L - i/NA 2k (e-local govenment) DF— X% & LICagdtE & MR
Y F 2 U T ¢ BEIORFRZE FLARNC 7787 L TV 5 Tanaka, Matsuura and Sudoh (2005) IC 38U\ T
LFREINTNS,

HH - Fa3f (2006) EMEHEF 2 U 7« RE DB IC T SRHAZ B X> TV
%, TLTZDMHNT L—LT—2 & LT Gordon and Loeb (2002) ZH\W\T. ZDETIVOH
LUBRICODWTORIELEDETEBIE->TWVS, ZORE, v M T—2 OMfisgtEMefUE DR
MCEF2 VT RAZBI G TEMIRNTHSARENENH S &, FletFa U T RA%R
T2 H 2> TE. 7747 =04 —INVEDON— R 27t Fa VT oW RK TSIV r—2a %
DYVT bz T7IcnEr e EHBDOTIHEL., ¥Fa VT4 - IXTAVIRAMBELZEDND
W3 MHICRZIZWEE ] NORANFELEZZ EEZIRHLTWS, THIc, 3 70 0fiz
LTV aRRETR L Tid, %RRXMid HICH 2 A ORPENORVIZ T80 TR JEE L. B3
MG B RIREMAN DB T LICDWTETRML TS, O 3 DFRIIARIE —B LW T
Hb,

MG A > 7 BT 2MREF 2 ) 7o R OWT O L TW»a 80D LT, ITH (2006¢,
2007) *® Ebara, Nakaniwa, Takemura and Yokomi (2006) n'% %. ZHfioid. i3 0T
EA V=R k- Y=V A - SO/NA & (ISP; Internet Service Provider) % rGIcIHENIC )ik
L1z7 27— MR ORIRZ & LI LT, MFERETANEE K-> TV AHHtEF 2 U 7o xilis &
UZNICHT BBERIC DOV T L TW %, ZDT28IC 2005 FEJEICUIEL 727 > — Mfrh &
ISP Ot F 2 VU 7« FEROBUREH S M L, M Fa U T REBH T +—<
ZADBRICDNTHIE G L TV B, 77T ORI, 2L D ISP AMHREF 2 U 7 ¢ RO T X
AL TWA 00, MiREF 2 7o MR BHORSHABEICAD, BT LEToANRE
FaUT o WMREBE>TWERENEWVS T EMHEMNCE ST, LODIFRFHNT+— 2V AD
U5 AT OHECR ISP (345 L & TNt F 2 ) 74 MIRA S T3 L3 WA Rn
ERMERELT WD, TOT LIIMIDPEX. T OHICHARBERKRIC L > TREAITRICK S AEM 2
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BOHLNT ERZIERH L TW5, i, MFACHTEINE Z2MO N L— FA 7 ORRICDOWT HiG
HMLTWa, FLT. TNHRSEAT, AETIINREF 2V 7 0 EF 2 HBHOT MY 2
UT 4 BERICDWTHALGIREZB 2> TWV 5,
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