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Toward Realization of Anonymous Services on the Internet
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SUMMARY

This paper presents current situations, issues, and several practical use scenarios of

anonymous communication which provides sender anonymity and receiver anonymity in a

communication. As methods for providing anonymous communication on the Internet

theoretically, we describe our developing anonymous communication system in addition to

three anonymous communication systems Onion Routing, Crowds, and 3-Mode Net. We

also consider several issues which we have to resolve in order to provide services with

anonymity on the Internet actually. Furthermore, we illustrate how services with

anonymity are considered when anonymous communication systems are used.
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